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[lenaptameHT rocygapctBeHHOM nommTMku B cdepe obuiero obpasoBaHnss MuHOOpHaykm Poccun
HanpaBnsieT [AOns cBedeHuss pas3paboTaHHble BpemeHnHonm komuccuennr Coseta Pegepaunm nNo  pas3BUTUIO
WHGOpMaLMOHHOTO oblecTBa MeTogMvecKMe pekoMeHdauuM O pasMelleHnM Ha MHGOPMauMoHHbIX CTeHaax,
odmuManbHbIX MHTEPHET-CaMTax W OPYrux MHAGOPMaUMOHHBLIX pecypcax obLeobpa3oBaTenbHbIX OpraHusauum u
OpraHoB, OCYLLEeCTBNAWOLWMX YynpaBneHne B cdepe obpasoBaHud, WHdopMauum o 6GesonacHOM MoBegeHun U
ncnonb3oBaHun cet "MHTepHeT".

OupekTtop [enaptameHTa
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MpunoxeHve

METOAOMYECKUE PEKOMEHOALIUA
O PASMELLEHMA HA MH®OPMALIMOHHBLIX CTEHOAX, O®PULIMATIBHbIX
WHTEPHET-CAUTAX WU OPYIUX MHPOPMALIMOHHBIX PECYPCAX
OBLLUEOBPA3OBATE1bHbLIX OPFTAHU3ALMA N OPFTAHOB, OCYLUECTBAOLLNX
YNPABJIEHUE B C®EPE OBEPA30BAHUA, MHOOPMALIMK O BE3OINMACHOM
NOBEOEHMM U UCMOJNIb3OBAHWM CETU "UHTEPHET"

Okcneptamm n  uneHamum BpemeHHon komuccum Coseta degepaumm No  pasBUTUO  MHAOPMALMOHHOIO
obuiecTBa B pamMKax BbINOSIHEHMS PEKOMEHAAUMI NapriaMeHTCKMX CrylwaHui "AKTyanbHble BOMPOChbl obecnevyeHunsi
6e3onacHOCTM M pasBuUTUS OEeTeN B MHGOPMAUMOHHOM NpOCTpaHcTBe", KoTopble npowsm B CoBete Penepauum 17
anpena 2017 r., ©Obim paspaboTaHbl MeToAMYECKME pPEeKOMEeHAauum O pasMelleHMn Ha  MHAOPMAaUMOHHBLIX
cTeHgax, odwmumanbHbIX WHTEpHET-camTax W ApYrux MHAOPMAaUMOHHBIX — pecypcax — obLeobpasoBaterbHbIX
OopraHuMsauMin 1M OpraHoB, OCYLLECTBNAOWMKX YynpaBneHve B cdepe obpasoBaHus, WHGopmauuy o GesonacHoM
noBeaEeHUN M UCMONb30BaHUN ceTu "VIHTepHeT' (fanee - MeToanyeckme pekomeHgaumn).

MeTtoguyeckMe peKkOMeHZauMM HanpaBrieHbl Ha KayeCTBEHHOE MOBbILLEHNE YPOBHS  UHGOPMALMOHHOWN
JesitenbHoCTM  00L eobpa3oBaTtenbHbIX  OpraHvM3auMidi U OpraHoB, OCYLLECTBISOLWUX YyNpaBreHne B cdepe
obpasoBaHMs, B 4Yac WH(OPMMPOBAHUSI  y4yallUXCH, WX poguTenert  (3aKOHHbIX NpeacTaBuTENEn) WU
negarornyeckmx paboTHMKOB 06 OCHOBHLIX acnekTax MHdopMauMoHHOW 6e3onacHoCTW.

MeTtoguyeckne  pekomMeHOaumu no3BosiAT  06L eobpasoBaTeNbHLIM opraHusaumsim U opraHam,
OCYLLEeCTBISIOW UM YyrpaBneHne B cdepe o0pa3oBaHUsl, aKkTyanusMpoBaTb YXe WCMofb3yeMble UM pasMell eHHble
MHGOPMaLMOHHbIE MaTepuanbl, Tak W MOATroTOBUTbL WX B Cliyvae WX OTCYTCTBUSI C Y4YETOM NyudlMX MpakTUK K
peKoMeHaaLmn.

B pamMKax Mmetoanv4ecknx peKOMeH,ElaLLMVI paccMaTpmBaloTCA crenyruine MHCTPYMEHTbL:

1. MHpOpMaLMOHHbIE CTEHAbI;

2. ogmumanbHble UHTEPHET-pPecypchl;

3. cpeacTtBa MaccoBOW MHAOPMaUMK (LIKOMbHbIE raseTbl, negarornyeckne usgaHva u gpyrue).
UHdopMaLnoHHbIe cTe HAbI

Ha wHdopMaumoHHbIX cTeHgax B 00w eobpasoBaTtenbHbIX  OpraHuM3aumsax, pPacrofioKEHHbIX B done
yyYpeXOeHun u B KabWHeTax, OCHaLLEHHbIX MepCOoHanbHbIMM YCTPOMCTBAaMM [ONa Bbixoga B ceTb "WHTepHeT",
pekoMmeHOyeTCs pasMecTUTb WHGOPMAaUMOHHbIE MaMATKM, Codepalliue OCHOBHble COBeTbl No obecneyeHuio
MHGOPMaLUMOHHON 6e30NacHOCTU y4yall UXCS.

B NPUNoXeHnn N 1 kK metogmdeckmm pekoMmeHgauuamMm npenctaBiieH 06pa3eu, namMmATKn OnAa pasMel) eHna Ha




MHADOPMALMOHHBIX CTeHaax.

CpeacTtBa maccoBoW UHopmaumm

B cpegctBax maccoBoi WHopMaLmMM, OpPUEHTUPOBAHHLIX Ha O00y4atollUXcs, pPeKoMeHOYyeTcsi B TevyeHue
yyebHoro roga perynspHo ny6nukoBaTb MWHGOPMaUMOHHbIE MaTtepuanbl, MOCBSALLEHHblE OTAENbHLIM acrnekTam
MHOPMaLMOHHON Ge3onacHOCTN, a Takke pasfuyHble NaMaTkM obLLero xapakrepa.

B cpeactBax maccoBoM  MHGOpMauUMKM,  OPUEHTUPOBAHHbLIX HA  NeJarormyeckyro  0obLL eCTBEHHOCTb,
peKkoMeHOyeTCs B TeYeHue KaneHgapHoro roga perynspHo nybnukoBatb MHGOPMAaLMOHHbIE — MaTepuans,
NOCBSILLLEHHbIE  OTAErMbHbIM  acnektaMm MHGOopMauMOHHONW 6e30nacHOCTM  KakK  HeCOBEpLUEHHOMNEeTHWX, Tak W
o6 eobpa3oBaTtenbHbIX  OpraHu3auMin, a Takke  pasfiuuyHble  NaMaTkM, 0030pbl HOPMaTUBHO-MPaBOBOMO
perynupoBaHus gaHHOW cdpepbl M MHGIOPMaUMIO O akTyarbHbIX MeponpuaTUsIX M CobbITUSIX B JaHHOM cdepe.

B xopme npoBemeHuss EgmHoro ypoka no 6esonacHocm B cetM "VIHTepHeT' pekomeHpyetcs obecneyunts
BbIMYCK TeMaTM4YecKoro BbiMyCka cpeacTBa MacCOBOM WHAGOpMauumM nmbo cepuun nyobrnvkaumin, cpegu KOTopbixX
paccMOTpeTL OpraHM3OBaHHbIE MeponpuATIS AN O0yvaloLlUXCs, WX POAUTENeRn (3aKkOHHbIX NpeacTaBUTENENn) K
negarormyeckon obLL eCTBEHHOCTH.

OdwmumanbHbie UHTe pHET-pecypcebl

06w eobpas3oBatenbHbIM - OpraHM3aUmMsaM  PeKoOMeHOYeTcs Ha CBOMX — odmumanbHbiX  MHTepHeT-pecypcax
obecneunts  yHKLMOHMPOBAHWE CaMOCTOATENIbHOTO U cheuvanuavMpoBaHHoro pasgena "MHdopmaumoHHas
BesonacHocTb", B paMKax KOTOpOro MpeaycMoTpeTb pasMelleHue criedyloLlen nHgopMaumu:

N Paspen/noapasgen dopmat npegcTaBneHus CopepxaHvne maTepuasnos
mMaTepuarnos

1. |JlokanbHble Konun gokymeHTOB B Pa3mellaloTca koMM JOKYMEHTOB, T.€.
HOpMaTuBHble akTbl B |dopmate *PDF CKaHMPOBaHHLIA BapuaHT OOKYMEHTa,
cdepe obecneyeHus COOTBETCTBYHOL NI TpeboBaHMAM K
MHAOPMALWM OHH O napaMeTpamMm CKaHUpPOBaHUSI.
6e3onacHoc Pa3mell aloTca AOKYMEHTH,
oby4aroLmxcs pernaMeHTMpyoLLne OopraHu3aumio u

paboTy C nepcoHanbHbIMU AaHHbIMU,
nraHbl MeponpusTMin No obecneyeHnto
NMHGOPMaLUMOHHON ©Ge3onacHOCTU
obyuvatownxcs n gpyrve.

2. | HopmatBHoe Konun gokymeHTOB B My6nmkytoTca akTyarnbHble CBeAEHUs O
perynuposaHue dopmate *PDF depepanbHbIX Y permoHasbHbIX 3akoHax,
NMMCbMax OpraHoB BracT u apyrve
HOPMaTVBHO-NPaBOBbIE [OKYMEHTHI,
pernameHtvpyowne obecneveHve
NHGOpPMaLMOoHHON GesonacHoCTU
HecoBepLLEHHONETHMX. [lonyckaeTtcs
BMECTO KOMUi pasMellatb rMnepcchbiiki Ha
COOTBETCTBYIOLLME AOKYMEHTbI Ha canTax
OpraHoB rocyfapcTBEHHOM Briacw.

3. Meparornyeckmm TekcT Ha cTpaHuue Pasmelyatotca metoguyeckue
paboTHUkam cauTa pekomMeHAaumMm U ykasblBaeTcs
Konun gokymeHToB B NHGOpMaUmMa O MepPONpUATUSIX, MpOeKTax
Gopmate *PDF W NnporpamMmmax, HanpasfieHHbIX Ha

noBbIlWeHNne MHGOPMAaLMOHHON
rpaMoTHOCTM nedarormyeckmx paboTHMKOB.

4. | Oby4arowmmes TekcT Ha cTpaHuue PasmeltaeTtca MHopmaumMoHHaa namsatka
canTta (npunoxeHne N 2) n ykasbiBaeTcA
MHOpMaLMs O MEPONPUSATUSIX, NPOEKTax




1 nporpaMmmax, HamnpaBneHHbIX Ha
NnoBbILWEeHNe MHGOPMAaLMOHHON
rpamoTHOCTM OBy4atoLL MXCS.

5. Pogutensm (3akoHHbIM | TEKCT Ha CTpaHuue Pa3smellaeTtca MHopmaumMoHHaa namsatka
npeacTaBUTENAM ) cawnTta (npunoxeHne N 3).
obyvatoL nxcs

6. |[Oetckue GesonacHble |TekcT Ha cTpaHuue Pa3smelaetca vHdopmaums o
cauTbl canTta peKOMeHAYEMBbIX K UCTMOMb30BaHUIO B

y4yebHOM npouecce 6e3onacHbIX canTax,
GaHHepbl 6e3onacHbIX OEeTCKMX CaNToB.

OpraHam, ocyLllecTBRsALW MM ynpaBneHue B cdepe obpasoBaHusl, pPeKOMEHOyeTcs Ha CBOUX odwumarnbHbIX
WHTepHeT-pecypcax obecneunts  PyHKUMOHUMPOBaAHWE CaMOCTOSATENbHOrO W CrneuuManM3vpoBaHHOro  pasgena
"MHdopMaumoHHasa 6e3onacHOCTL", B paMKax KOTOPOro npeaycMOTpeTb pasMeELleHne criegytowen nHdopmaumm:

MpunoxeHne N 1

NAMATKA
ONs OBYYAIOLUUXCA OB UHPOPMALIMOHHOA BE3OMACHOCTU OETEA

HENb34

1. Bcem nogpsg coobuiate CBOK YacTHY MHGOpMauuio (Hactoswme umsd, damunuio, TenedoH, agpec,
HOMEp LUKOSbI, a Takke doTorpachum cBoW, CBOEN CEMbU U OpPY3eER);

2. OTKpblBaTb BOXEHHbIE hanrbl SNEKTPOHHOW MNOYThbl, KOr4a He 3Haellb OTNPaBUTENS;
3. Ipybutsb, NpuamMpaTtbCsi, Oka3biBaTb AaBMEHWE - BECTU Cebsl HEBEXIUBO U arpeCCUBHO;
4. He pacnopsixanca geHbramy TBOen CeMbu 0e3 paspelleHnsl cTapliux - BCerfa cnpawvean poguTenen;

5. He BcTpeuvaiica ¢ VIHTEpHET-3HAKOMbIMWU B pearibHOM KWM3HWM - MOCOBETYMCS CO B3POCHbIM, KOTOPOMY
foBepsiellb.

OCTOPOXHO

1. He Bce nuwyT npaBgy. Yutaewb o cebe HenpaBay B WHTepHeTe - coobwin o6 3TOM CBOMM poguvTensam
UM OneKyHam;

2. MpurnawatoT nepenvceiBaTtbCsl, Urpatb, 0OMeHMBaTLCA - MPOBEPb, HET NN NOABOXA;
3. HesakoHHOe KonupoBaHve dannoB B MIHTepHeTe - BOPOBCTBO;
4. Bcerga pacckasbiBav B3pocnbiM O npobriemax B CETM - OHW Bcerga nomoryT;

5. |/|C|'|OJ'|b3yIZ HaCTpOVIKI/I ©e3onacHoc™ U NPUBATHOCTH, YTOObI He NnoTeEPATL CBOM aKKayHTbl B COLCETAX U
Opyrux noprtanax.

MOXHO
1. YBaxain apyrux nonb3oBaTtenen;
2. Nonb3yelwbcsa NHTEPHET-UCTOYHUKOM - Aefnan CCbINKY Ha Hero;

3. OTKpblBa TONMbKO Te CChIIKK, B KOTOPbIX YBEPEH;




4. O6buiatbCca 3a NMOMOLLLbIO B3POCHbIM - POAUTENN, ONEKYHbl Y aAMUHUCTPALMS CalToB BCerga NMoMoryT;

5. Mporian obyyeHne Ha cawte "CeTeBMYOK" M NoMy4m nNacnopT LUmMdPoBOro rpaxgaHuHal

Mpunoxenne N 2

WHOOPMALIMOHHAA NAMATKA
AOns OBYYAIOLWUXCA ANnAPA3M ELLLEHUA
HA O®ULIMATNBbHDBIX UHTEPHET-PECYPCAX

C KaxabiM rogoM MOMOAEXW B WHTEPHETE CTAHOBUTLCS Oonblue, a LUKOMbHUKU OOHW M3 CaMblX aKTUBHbIX
nonb3osatenen PyHeta. Mexay Tem, MNOMUMO OFPOMHOIO KonmMyecTBa BO3MOXHOCTEW, WHTEPHET HeceT u
npobrnembl. JTa NamsTka OOIPKHA NOMoYb Tebe ©Ge3onacHoO HaxoauTbCs B CETU.

Komnblote PHble BUpPYCbI

KoMNbOTEPHBIN BUPYC - 3TO Pa3HOBUAHOCTb KOMMbIOTEPHBLIX MNPOrpamMM, OTIMYUTENBHOM OCOBEHHOCTBLIO
KOTOPOM SIBNSIETCA CMOCOOGHOCTL K pas3MHOXEHU0. B gononHeHne K 3ToMy, BUPYCbl MOTyT MOBPEAUTb UMM
MOMHOCTBI YHUYMTOXUTL BCE (ualnbl U [daHHble, MNOAKOHTPOSIbHbIE MOMb30BATEND, OT UMEHU KOTOporo Obina
3anyueHa 3apaxeHHas nporpaMma, a Takxke NoBpeAuTb UK Jaxe YHUYTOXWTL OMepauuoHHYK CUCTEMY CO BCEMU
Gannamu B UenoM. B GonblIMHCTBE crny4vaeB pacnpoCTPaHSATCA BUPYChl YepPe3 UHTEPHET.

MeToabl 3awwunTbl OT BPEOOHOCHbLIX nporpamMmm:

1. Vcnomnb3yih COBpPEMEHHbIE OrepauuoHHble CUCTEMbl, WMelLe CepbesHbli YpOBEHb 3aluTbl OT
BPEAOHOCHbIX MporpaMm;

2. TocTosHHO YyCTaHaBnMBaM naytM (UMdpPOBbLIE 3annatkyM, KOTOpble aBTOMaTUYECKU YCTaHaBMMBAKOTCH C
uernbio OopaboTkM nporpaMMbl) U Apyrme OBGHOBMEHUS CBOEN ornepaumoHHOM cucTembl. CkaumBal MX TOMbKO C
odmumanbHoro cavita paspabotinka OC. Ecnm cyuyecTtByeT pexkum aBTOMaTM4ecKoro OOHOBMEHMS!, BKIMHOYU €ro;

3. Pabotan Ha cBoem KOMNbOTEPE NO4 MNpaBaMu Mnosib3oBaTeslid, a He agMUHUCTpaTopa. OTO He no3BoMMT
6OJ'IbLLIl4HCTBy BPEOOHOCHbIX NporpaMmMm MHCTamMpoBaTbCA Ha TBOEM NEePCOHallbHOM KOMIMbIO TEPE;

4. Wcnomnb3yil aHTMBUpYCHble MpOrpamMMmHble MPOAYKTbl W3BECTHbIX NpPOM3BOAUTENER, C aBTOMATUHYECKUM
obHoBneHneMm 6as3s;

5. OrpaHnyb qm3n4ecknii 4oCTyn K KOMNbIOTEPY AN MOCTOPOHHUX JULL;

6. Vcnomnb3yi BHEWHMe HOCUTENW MHAopMauMn, Takme Kak duiellka, AUCK unvM dann M3 MHTEPHETa, TOMbKO
13 MPOBEPEHHBIX MCTOYHUKOB;

7. He otkpbiBal KoMMblOTEpHble painbl, MOMyYeHHble W3 HeHadeXHbIX WCTOYHMKOB. [axe Te dainnbl,
KOTopble Mpucnan TBOW 3HAKOMbIW. Jlyylle yToYHU Yy Hero, OTpaBnsan M oH Tebe wuXx.

Cetn WI-FI

Wi-Fi - 970 He BuA nepefavn OaHHbIX, HE TEXHOMorus, a Bcero nuwb 6peHa, mapka. Ewe B 1991 roay
HuaeprnaHackas KomnaHus 3apeructpupoBana 6peng "WECA", uto obosHayano cnosocodvetaHne "Wireless
Fidelity", koTopbli nepeBoguTcAa Kak "GecnpoBogHasi TOMHOCTL".

[o Hawero BpemeHu pJowrna ppyras abbpeBuartypa, koTopasi SBMSETCS TaKOW >Xe TexHonoruem. 3To
abbpesuatypa "Wi-Fi". Takoe HasBaHue ObINO 4aHO C HAMEKOM Ha CTaHAApT BbiCLIeW 3BYKOBOW TexHuku Hi-Fi, yTo
B NepeBode O3HayaeT "BbiCOKas TOYHOCTL".

[a, OGecnnatHbli WHTEpPHET-OOCTYN B Kade, OTensax M a’spornopTax SABMAETCA OTIUMYHOW BO3MOXHOCTLIO
BbIX04a B UHTEPHET. Ho MHOrne akcneptbl cumTaloT, 4To obwenoctynHele Wi-Fi cetn He aBnsoTcss 6e3onacHbIMK.

CoBeTbl no 6e3onacHoc™ paboTbl B 06 eqocTynHbix cetsx Wi-fi:




1. He nepemaBain CcBOW 5nM4YHYHO MWHGOpMauuto 4epe3 obwepoctynHole Wi-Fi cem. Pabotasa B HuX,
XenaTtenbHO He BBOAWUTL Maponu AOCTyna, forvHbl U Kakne-to HoMepa;

2. Wcnonb3yin 1 oBHOBNAN aHTUBMPYCHbIE nporpammbl U BpaHomMayep. Tem cambiM Tel obesonacuilb cebs oT
3aKayku BMpyca Ha TBOE YCTPOWCTBO;

3. Mpwn ucnonbsoBaHun Wi-Fi otknioun doyHkumo "O6wmn goctyn K chainam m npuHtepam”. [JaHHas dyHKUus
3aKpbiTa MO YMOIMYaHWIO, OOHAKO HEKOTOopble MOoMnb30oBaTENM akTMBUPYIOT ee And yaobcTBa MCMNOMNb30BaHWSA B
pabote unm yuebe;

4. He ucnonbayn nybnmuunbin WI-FI ona nepegavm nnyHbIX OaHHbBIX, HanpyMep AN Bbixoga B coumarnbHble
CET UM B 3NEKTPOHHYIO MOYTY;

5. Wcnonb3yn Tonmbko 3alyuuieHHoe coeauHeHve 4vepe3 HTTPS, a He HTTP, T.e. npu Habope Beb-agpeca
BBOAM MMeHHO "https://";

6. B mobunbHOM TenedoHe oTknoum dyHkumo "TogkmtoveHne k Wi-Fi aBTomatmyecku”. He ponyckan
aBTOMATMYECKOro nogkntoveHms yctporictea k cetam Wi-Fi 6e3 TBoero cornacusi.

CoumanbHble ceTu

CoumarnbHble CETM aKTMBHO BXOAST B Hally XW3Hb, MHOrME Noau paboTalT U XKMBYT Tam MOCTOSIHHO, a B
Facebook yxe 3aperMctpvpoBaH MUNNMap YEnoBek, YTO SBMAETCS OAHOW CeabMOlM BCEX XKWUTEnen nraHeTbl.
MHorne nornb3oBaTenM He MOHMMAIOT, YTO MHAOPMaUWs, pasMelleHHas UMW B coumarbHbIX CEeTsAX, MOXeT ObITb
HallleHa W Ucnomnb3oBaHa KeMm YyrofHo, B TOM Yucrie He obsi3atenbHO C GnarMm HamepeHUsIMU.

OcHoBHble coBeTbl MO 6e30MacHOCTM B COUMarnbHbIX CETHAX:
1. OrpaHuyb cnucok Apysen. Y 1ebsa B ApYy3bsX HE JOIDKHO OblTb CrlyYalHbIX U HE3HAKOMbIX MoAen;

2. 3awuuan cBOK YaCTHYH XM3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, aTy TBOEro poXaeHus wu
OPYry0 NMUYHYHO MHpopMaumio. 3royMbILITNIEHHMKM MOTYT MCMOMb30BaTe Aaxe MHGOPMaLUo O TOM, Kak Tbl U TBOU
poautenu nraHuMpyeTe NpoBEeCTU KaHWKYIbI;

3. 3awuwan cBo penyTaumio - AepXu ee B YMCTOTe U 3apaBant cebe Bonpoc: xoten Obl Thl, 4TOOLI Apyrue
nonb3oBaTernM BuAEenu, YTo Thl 3arpykaellb? MNogyman, npexae Yem 4To-T0 onybrmkoBaTb, Hanucatb W 3arpys3uTb;

4. Ecrm I roBopvlb C nMogbMu, KOTOPbIX HE 3HaelWlb, He I/ICI'IOJ'Ib3yl7I CBOe€ pealbHOEe UMA U OpPYTryro JINYHYO
I/IHCtDpMaLI,MI/IZ M4, MECTO XuUTerbCTBa, MeCTO y‘-|e6b| n npo4yee;

5. W3berain pasmelteHus gotorpadmin B NHTEpHeTe, rae Tbl M300pakeH Ha MECTHOCTW, MO KOTOPOW MOXHO
onpefenuTs TBOE MECTOMOSMOXEHUE,;

6. |_|pl4 pernctpaunmn B coumansHoM cem HeobXOAUMO MUCMOMb30BaTh CIIOXKHbIE naponu, cocrtodAwne 13 6yKB
n LI.VI(*p N C KONMMYECTBOM 3HAKOB He MeHee 8;

7. Ansa coumanbHOW ceTtu, NovTbl U apyrux cantoB HeobxoaoMMo UCnonb3oBaTb Pa3Hble naponu. Torpa ecnm
Tebs B3nomaroT, TO 30y MbILWJIEHHUKK nony4aTt AO0CTyn TONbKO K O4HOMY MEeCTy, a He BO BCe cpaasy.

OneKTPOHHbIe AeHbrn

OneKTPOHHbIE AEHbMM - 3T0 OYeHb YAOGHLIN CNocoG MraTexeln, OOHAKO CYLLEeCTBYIOT MOLUEHHUKM, KOTopble
XOTSAT MOMyYUTb 3TW AEHbIN.

aﬂeKTpOHHble OEHbI'Mm noABuUIIMCb COBCEM HedaBHO N MMEHHO K3-3a 3TOro BO MHOrmMxX rocygapciBax OO0 CUx
Nnop He nNponncaHo npo HMX B 3aKOHax.

B Poccum xe OHM (yHKUMOHMPYIOT U O HUX YXKe MPOMMcCaHO B 3aKOHe, rae WX pasgensioT Ha HEeCKONbKO
BUOOB - aHOHWMHblE W He aHOHMMHble. PasHMua B TOM, 4YTO aHOHMMHbIE - 3TO Te, B KOTOPbIX paspeluaeTcs
nposoauTb onepaunm 6e3 unoeHTMdMKauMM Monb3oBaTtenis, a B HeaHOHUMMHbIX WAeHTUdMKaums nosb3oBaTens
SABNSieTCs 00s3aTensLHON.

Takke cnegyeT pasnuyatb 3MEKTPOHHblE dmaTHble AeHbrn  (paBHbl FOCYAApCTBEHHbIM  BantoTam) U




9NEKTPOHHbIE HedmaTHble AeHbrM (He paBHbl rOCY4apCTBEHHbIM BartoTam).
OcHoBHble coBeTbl Mo BesonacHo paboTe € 3NEeKTPOHHBIMU A eHbramu:

1. MNpuBsXkn K cyeTy MOOWNbHBIA TenedoH. ITo cambli yAOOHBIN U BbICTPbIA CNOCO6 BOCCTAHOBUTL AOCTYM K
cuety. [puBsA3aHHbIN TenedoH MOMOXET, ecrnu 3abyaellb CBOM MNNATEXHbIA Maponb WM 3alfellb Ha CaWT C
HEe3HaKOMOro yCTPOWUCTBa;

2. Wcnonb3yin ogHopasoBble naponv. lNMocre nepexoga Ha ycuneHHyl aeTopusaumio Tebe yxe He OGyaer
yrpoxaTtb OMacHOCTb Kpaku UM MepexBaTa MaTeXXHOro naposis;

3. Bblbepu cnoxHbin naponb. [lpecTtynHukam OyaeTr He nNpocTo yragate CrOXHbIM napornb. HagexHble
napornu - 3To Naponu, KoTopble coaepXaTr He MeHee 8 3HaKOB M BKIOYalT B cebsA CTPOYHbIE U NPONUCHBbIE ByKBHI,
UMdpbl U HECKOMbKO CUMMBOMOB, TakMe Kak 3HaK Aonnapa, dyHTa, BOCKMMUATENMbHLIM 3HaK W T.N. Hanpuwmep,
$tRONg!;;

4. He BBOOW CBOM NNYHbIE AaHHblE HA canTax, KOTOpPbIM He 4OBepseLlb.

AneKTpoHHasi noyTa

OneKTpoHHast Mno4vTa - 370 TEXHOSorMs M MPeOoCTaBMsieMble €K YCIyrM Mo MNEepechisike U MOMyYeHUHo
3MNEKTPOHHbIX COODLLEHNIA, KOTOpble pacnpedensioTcd B KOMMblOTepHOW ceTM. OBbIMHO SMEKTPOHHbLIN MOYTOBbIN
AWLMWK BbIMSAWUT criegylowum  obpasoM: MMs_Morb3oBatena@ums_faomMeHa. Takke Kpome nepegadn MpocToro
TeKcTa, UMeeTcsl BO3MOXHOCTb NepeaaBaTb duainbl.

OcHoBHble coBeTbl Mo 6e3onacHon paboTe C 3MEKTPOHHOM MOYTOMN:

1. Hapo BbiGpate npaBurbHbLIA MNOYTOBLIN cepBUC. B MHTEpHETe ecTb OrpomHbin BbIGOp GecnnaTtHbIX
MOYTOBbLIX CEPBMCOB, OAHAKO Nyylle AOBEPATb TEM, KOro 3HaElWb W KTO NEPBLIA B PENTUHTE;

2. He ykasbBahi B JNMYHOA MNOYTE  JUYHYK  WHGopmauuo.  Hanpumep, nyvwe  BbiOpatb
"My3blkanbHbI_daHaT@" unm "pok2013" BmecTo "Temal3";

3. Vicnonb3yin OByxaTanHyl0 aBTopu3aumio. ATO Koraa NOMUMO Mapons HY>XKHO BBOAWUTL KOZ, MPUCHINaeMbIi
no SMS;

4. BbiGepn CroXHbIM Naposb. Ons Kaxgoro NoYToBOro siliuka AOMMKEH OblTb CBOWM HaAEXHbIN, YCTOMYMBBLIA K
B3/I0OMYy Naporsb;

5. Ecnv ecTb BO3MOXHOCTb HanuMcaTb CamMOMy CBOW JIMYHbIA BOMPOC, UCMOMb3YN 3Ty BO3MOXHOCTb;

6. Acnomnb3ym HeCcKonbKO MOYTOBLIX ALLWMKOB. [MepBbIM Ans YacTHOM Mepenucku ¢ agpecatamu, KOTOpbIM Tbl
aoBepsielwb. OTO 3MEKTPOHHLI aapec He Hago MCMONb30oBaTh MPY PeErncTpaumMn Ha oopymax u camntax;

7. He oTkpbiBan chainbl U Apyrne BROXEHUS B MUCbMax, AaXe eCnvM OHW MpULM OT TBoMX Apy3en. Jlydwe
YTOUHM Y HUX, OTNPaBnsAnM fn oHu Tebe amm dainbl;

8. lNocne okoH4YaHMs paboTbl Ha MOYTOBOM CepBMCE Nepen 3aKpbiTMEM BKMadku C CalToM He 3abyab HaxaTb
Ha "Bbinmn".

Kn6e p6ynnuHr unu BupTyanbHoe usae Bare ibCTBO

KnbepOynnuHr - npecnegoBaHve COOOLLEHUSAMW, COAepXalluMu ocKopbreHus, arpeccuto, 3anyruBaHue,
XYIMraHcTBO; coumanbHoe GOMKOTMPOBaAHME C MOMOLL b Pa3fiMYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl Mo 6opbbe ¢ kMbepOynnmHrom:

1. He ©pocaiica B 6oin. Jlyywmn cnocob: nocoBeToBaTLbCA Kak ceba BECTM W, €Crn HET TOro, K KOMY MOXHO
obpatTbCs, TO BHayane ycrnokouTbcs. Ecrnm Tbl HadHelwb oTBeYaTb OCKOPONeHWsIMM Ha OCKOPOMEHUsi, TO TONbKO
eule 6onblue pasoxkKellb KOHQNKT,

2. Ynpaensn cBoew kubeppenyTtaume;




3. AHOHMMHOCTb B CETU MHUMaH. CyLIJ,eCTByIOT €nocobbl BbISICHUTL, KTO CTOUT 3a aHOHUMHbIM aKKayHTOM;

4. He cTtouT BecTM XynuraHckui obpas BupTyanbHOM >XW3HW. WHTepHeT dmKcupyeT BCce TBOW OEWCTBUSA U
CoXpaHseT ux. Yaanute ux ByaeTt KpanHe 3atpyaHUTENbHO;

5. Cobniopgan CBOW BMPTyarnbHyt0 YeCTb CMOJIOAY;

6. WrHopuvpyn eguHudHbIi HeramB. OpHoOpasoBble OCKOPOUTENbHbIE COOOLLEHUSA fyulle WUrHOPMpPOBaTb.
OObI4HO arpeccusi NpekpallaeTcs Ha HadanbHOW CTaguu;

7. baHn arpeccopa. B nporpamMmmax obMeHa MrHOBEHHbIMW COOOLLEHUAMM, B couManbHbIX CETAX eCcTb
BO3MOXHOCTb 6]'IOKV|pOBKVI OTnpaBKu Cc0o006LL eHnI C onpepeneHHbIX agpecos;

8. Ecrm b1 cBupeTensb kmbepbynnumHra. TBou OeWCTBMA: BbICTYNUTL MPOTVMB NpecriefoBaTtens, nokasate emy,
YTO ero OencTBMS OLEHMBAKOTCS HErammBHO, MOJLEpXaTb XEPTBY, KOTOPOM Hy>XHA MCUXOonorndeckasi noMollb,
€coo0LW UTb B3pOCIbIM O baKkTe arpecCMBHOIO MOBEAEHMSA B CETU.

Mo6unbHbIN TenedoH

COBDEMeHHbIe CMapT(*DHbI N nNnaHweTbl coaepXat B cebe BnonHe BSpOCJ'IbIIZ (pyHKLI,I/IOHaJ'I, N Tenepb OHu
MOryT KOHKypupoBatb CO CTauMOHapHbIMW KOMMNbHOTEPAMWU. OpaHako, cpencTB 3alluntbl Ond Nnogo06HbIX yCTpOI7ICTB
NMoKa O4YeHb Mario. TeCTI/IpOBaHI/Ie M NMOUcCK yFIBBI/IMOCTeIZ B HUX MPOUCXOOUT HE TaK MHTEHCUBHO, KaK And MK, 1o xe
camoe KacaeTtcsi U MOBUMbHbIX r|p|/|n0>|<eH|/||7|.

CoBpemMeHHble  MOOMUIbHble  Opays3epbl  yXe MpakTMYecku [orHarM HacToflbHble  aHanory, opHako
paclivpeHne yHKLyoHana BrievyeT 3a coboi GOsbLUYH CHOXHOCTL M MEHbLUYHO 3all| UL EHHOCTb.

[daneko He BCe MNpov3BOAWUTENN BbIMyCcKalT OOHOBIEHMS, 3aKpblBalOLLWE KPUTUYECKME YSI3BUMOCTUA A5ist
CBOMX YCTPOWUCTB.

OcHoBHble coBeTbl A51a 6e3onacHocTM MobunbHoro TenedoHa:

Huyero He sBnseTca no-HacTosllemy 6ecnnatHeiM. Byab ocTopoxeH, Bedb koraa Tebe npeanaratoT
GecnnatHblii KOHTEHT, B HEM MOTYT ObiTb CKpbITbl Kakue-To nnatHble YCNyru;

Oyman, npexpge yem ompaBute SMS, ¢oTo unm Buaeo. Tbl TOMHO 3Haelb, rae oHW ByayT B KOHEYHOM
utore?

Heobxoaumo oBGHOBMSITb OMEPaLMOHHY0 CUCTEMY TBOErO CMapTdoHa;
Mcnonb3yin aHTMBMPYCHbIE Mporpammbl Anst MOBUIbHBIX TenedoHOoB;

He 3arpyxait npurioXeHUss OT HEM3BECTHOrO WCTOYHMKA, BeAb OHW MOryT COAepXaTb BpefoHOCHOe
nporpaMmHoe oBecneyeHue;

MMocre Toro kak Tbl BhbIA4ELWb C CaWTa, rae BBOAMUN NMYHY MHoOpMaumio, 3arigu B HacTponku Gpaysepa u
yganm cookies;

Meprogunyeckn nNpoBepsi, Kakue nraTtHble YCIyrn akTMBMPOBaHbl Ha TBOEM HOMEPE;
[asaii cBON HOMEp MOBUIbHOTrO TenedoHa TOMbKO JOASIM, KOTOPbIX Thl 3HAELb Y KOMY OOBEpsiELlb;
Bluetooth gorkeH BbiTb BbIKMIOYEH, Korga Tel UM He Nonb3yellbesi. He 3abbiBalii nHorga npoBepsits 3TO.

Online urpbl

CoBpeMeHHble OHMalH-Urpbl - 3TO KpacodHble, 3axBaTbiBalolliMe pasBrevYeHns, oObeduHSIoLWINEe COTHU
TbICAY YesioBek Mo Bcemy mMupy. Urpoku uccriegytoT AaHHbI UM Mup, obliatoTcs Apyr € ApYroMm, BbIMOSHSOT
3afaHns, cpaXalTcsl C MOHCTpPaMK U Nory4aloT OnbIT. 3a YyAO0BOMbCTBME OHW NMaTAT: MOKYNatoT AWUCK, OnnaduBaloT
aboHEeMEeHT UM NpuobpeTalnT Kakue-To OrMLMW.

Bce am cpeactBa wayT Ha noadepkaHue U pasBUTME WUrpbl, a Takke Ha camy 06e3onacHOCTb:
COBEpLLEHCTBYIOTCS CUCTEMbl aBTOpM3aLMK, BbINyCKAlOTCA HOBble NatiM (UMdpoBblE 3anyatky Ans MporpaMm),




3aKpbLIBAOTCA YA3BMMOCTU CEPBEPOB.

B nogoOGHbIx urpax CToUT onacatbCA He CTOJIbKO CBOUX COMNEPHUKOB, CKOJIbKO KpaXwu TBOEro napond, Ha
KOTOPOM OCHOBaHa cuctemMa aBTopu3auunmn GonbLlUNHCTBA urp.

OcCHOBHbIe COBETbl MO HE30MacHOCTM TBOErO MIPOBOrO akKayHTa:

1. Ecrm ppyron wrpok BegeT ceba nnoxo wim co3gaeT Tebe HenpusaTtHOCTW, 3abnokupym ero B Cnucke
UFPOKOB;

2. I'Io>|<any|7|c;| agMUHUCTPATopaM Urpbl Ha Mnjioxoe noBeaeHne 3TOro Urpoka, XXenatesibHO NpPUIoXXntb Kakue-
TO OJOKa3aTtesibCTBa B BMAE CKPUHOB;

3. He ykasbiBai nuyHyto uHdopMaumio B npodanne urpbl;
4. YBaxan opyrmx y4acTHUKOB MO Urpe;

5. He ycTtaHaBnvBan HeodwmumanbHble nativ U MOAbI;

6. Vicnonb3yn CrioXHble W pasHble naponu;

7. Oaxe BO BpeMsa Urpbl He CTOUT OTKMOYaTb aHTMBUpyc. [loka Tbl urpaelwb, TBOW KOMMbKOTEP MOryT
3apasnTb.

PUWKHT UNKn KpaXa NMMYHbIX AaHHbIX

O6bl4HOM Kpa>|<el7| noeHer M OOKYMEHTOB cCerogHa YyXe HUMKOro He yameBullb, HO C pas3BUTUEM WHTEPHEeT-
TEXHOSIOr I 3MI0YMbILUNIEHHUKN NepeMeCTUIINCb B UHTEPHET, U NpoAdoimkKakT 3aHMMaTbCA "nodumbiM"  genom.

Tak nosiBunacb HoBas yrposa: MHTEPHEeT-MOLLEHHMYeCcTBa WUnu GWLLUHE, MaBHas LeMb KOTOpPOro COCTOWUT B
NoslyYeHUn KOH(MAEeHUManbHbIX AaHHbIX Mofb3oBaTenien - JIOrMHOB WM naponen. Ha adrnminckom sasbike phishing
yutaetca kak gmwuHr (ot fishing - peibHas noens, password - naponb).

OcHoBHble coBeTbl M0 6opbbe € GMLLINHIOM:

1. Cneaun 3a cBouMM akkayHToM. Ecrm Tbl nogo3peBaellb, YTO TBOSI aHKeTa Obiia B3roMaHa, TO HeoOXoaMMmo
3abnokupoBaTte €€ M CoodLW NTL agMUHUCTpaTopaM pecypca 00 3TOM Kak MOXHO CKOpeE;

2. Ncnonb3yn 6e3onacHule Beb-canTbl, B TOM YUCME, UHTEPHET-MarasvHOB W MOUCKOBLIX CUCTEM;

3. MCI'IOJ'Ib3yIZ CIIOXHble W pa3Hble naposnu. Takum o6pa30M, ecnm Tebs B3nomaroT, TO 3710y MbILLUTEHHUKN
nony4yar OoCTyn TOJIbKO K O4HOMY TBOEMY I'IpO(*]/IJ'IlO B CE€TN, a He KO BCeM;

4. Ecrm T1ebsi B3nomanu, To HEOOXOAMMO NpeaynpeauTb BCEX CBOMX 3HAKOMBbIX, KOTopble fobaBreHbl y T1ebs
B OpYy3bsX, O TOM, 4TO Tebsi B3roManu W, BO3MOXHO, OT TBOEro mmeHu Gyaer pacchinatbCs CnaM U CCbIMKU Ha
CMLLIKWHIOBbIE CanTbl;

5. YcTtaHoBu HagexHbii naponb (PIN) Ha MoBunbHbIM TenedoH;
6. OTKMIouM coxpaHeHve naponsi B 6paysepe;

7. He oTtkpbeiBan dannbl U gpyrve BROXEHUS B NMUCbMax, AaKe ecqiM OHM NpULLIM OT TBOUX Apy3en. Jlydwe
YTOUHW Y HUX, OTMPAaBASANM W OHW TebGe 3TV dannbl.

Ludporas penyrauus

LindpoBas penytauusi - 370 HeramwmBHash UnM no3vTuBHas MHdopMaums B ce o Tebe. KomnpomempytoLas
WHGOpMaLUsi, pa3MeLleHHas B WHTEPHETE, MOXET Cepbe3HbiM 00pa3oM OTpasuTbCH Ha TBOEW pearnbHOM >KU3HW.
"LindpoBas penytauma” - 370 TBOM MMUOX, KOTOPLIA coopMupyeTcs u3 nHdopmauum o Tebe B MHTEpHETE.

TBoe MecTo XWTenbcTea, y4yebbl, TBOe (MHAHCOBOE MONIOKEHMe, OCOBGEHHOCTU XapakTepa M pacckasbl O
GnM3KkKX - BCe 3TO HaKannMeBaeTcs B CETW.




MHorne nogpoOCTKM NErkOMbICIIEHHO OTHOCATCS K NyOnmkaumm §nun4HoW UWHopmaumnm B VIHTepHeTe, He
NOoHMMasa BO3MOXHbIX MOCMeACTBMWA. Tbl JaXe He CMOXellb AoragatbCs O ToM, 4To ¢poTorpadmsi, pasmelleHHas 5
NeT Hasag, cTana NpUYMHOM OTKasa MpUHATL Tebst Ha paboTy.

KommeHTapun, pasmelleHne TBoux doTorpadmii m gpyrve AenicTBUS MOTYT He UCYE3HYTb Aaxe nocne Toro,
KaK Tbl UX yganuwb. Tbl HE 3Haellb, KTO COXpaHun 3Ty MHEOopMaumio, rnorana M OHa B MOUCKOBbLIE CUCTEMbI U
coxpaHuracb M OHa, a rnaBHoe: YTo nogymaroT o Tebe okpyxatolive Mo au, KoTopble HangyT 1 yBUAAT 3To. Hanmm
MHOpMaLMIO MHOFO NET CMyCTs CMOXET Jobon - kak n3 Ao0pbiX NobyXAeHWUr, Tak U C HaMepeHueM MpUYUHUTL
Bped. AT0 MOXeT OblTb KTO YrogHo.

OcCHOBHble COBETHI MO 3aLWuTe UMPOBON penyTaumm:
1. Mogyman, npexae 4yem 4to-T0 nybrnmkoBatb M nepegasatb y cebs B 6riore unu B coumanbHOW Cetu;

2. B HacTpoikax npogwns YCTaHOBM OrpaHW4eHUs Ha MpPOCMOTP TBOEro npodmns u ero cogepXumoro,
coenan ero Tonbko "Ana opysen';

3. He pasmeluan u He ykasbiBa MHOpPMaUmMio, KoTopasi MOXET Koro-nmbo ockopbnsats unm obuxkartb.

ABTOpCKOE npaBo

CoBpeMeHHble LLUKOMbHUKM - aKTUBHbIE MNONb3oBaTteny UMdpoBoro npoctpaHcTBa. OfHako Jareko He Bce
3HaT, 4YTO MOMb30BaHWME MHOTMMW BO3MOXHOCTAMM uUudpoBoro Mupa TpebyeT cobniogeHuss npaeB  Ha
WHTENMEKTyarnbHyl0 COBCTBEHHOCTb.

TepMuH "vHTENNEKTyanbHasi COOCTBEHHOCTb" OTHOCUTCA K pPasnMYHbiM  TBOPEHWUSIM YESIOBEYECKOro yma,
HauyMHasi C HOBbIX M300peTeHuin M 3HaKoB, 0BO3Ha4aroLW X COBCTBEHHOCTL Ha MPOAYKTbI M YCNyru, U 3akaH4uBas
KHUramm, dotorpapmamu, KMHogmMnbMaMmm U My3blKarnbHbIMU NPOU3BEAEHUSIMM.

ABTOpCKVIe npaBa - 3TO NpaBa Ha WHTEIEKTyallbHYIO cobCTBEHHOCTL Ha npounsBeaeHna Hayku, nutepartypbl
N UCKycCCTBa. ABTOpCKI/Ie npaBa BbICTyNnakwT B Ka4decTBe rapaHtmm TOro, 4t1o I/IHTeﬂJ'IeKTyaJ'IbHblVI/TBOp‘-IeCKI/IVI PYyAa
aBTopa He 6y,u,eT HanpacHbIM, OacT emMy chnpaBensiMBble BO3MOXHOCTU 3apa60TaTb Ha pesybTatax CBOEro tpyaa,
nony4ynts WM3BECTHOCTb WU  NMPU3HaHKE. Hukto Ges paspewieHna  aBTopa He MOXEeT BOocnpou3BoauTbL €ro
npoundBeneHmne, pacrnpocTpaHATb, I'Iy6J'II/I'4HO OEMOHCTpMpoBaTb, npogaBatb, MUMMNOPTUPOBATbL, MYyCKaTb B MPOKaT,
ﬂy6J'II/I‘~IHO MCMOMHATb, MOKa3bliBaTb/UCMOMHATL Bacp/lpe mnn pasmellato B MHTepHeTe.

Mcnonb3oBaHre "nupaTtcKkoro" MnporpaMmmMHOro obecrneveHuss MOXET MPUBECTU K MHOTMM pUCKaM: OT MoTepu
OaHHbIX K TBOMM aKkayHTam 40 OroKMpOBKM TBOEro yCTPOWCTBA, rge yCTaHOBreHa HereranbHas nporpamma. He
CTOWT Takke 3abbiBaTb, YTO CYLLECTBYIOT NeranbHble 1 6ecnnatHble NporpaMMbl, KOTOPblE MOXHO HaWTU B CETU.

O noprane

CeTeBNYOK.ph - TBOM rnaBHbIA COBETYMK B cem. 34ecb Thl MOXeWb Y3HaTb O Oes3onacHOCTM B CeU
MOHATHLIM W OOCTYMHbLIM S3bIKOM, @ NPV BO3HWKHOBEHWM KPUTUYECKOW CUTyauuu obOpamTbCsi 3a COBETOM. A Takxe
NPVHATL yYacTue B KOHKypcax M cTatb CambIM UMGPOBLIM FpaxgaHUHOM!

Mpunoxenne N 3

NAMATKA AN POAUTENEA OB MHOOPMALIMOHHON BE3OMACHOCTU OETEA

OnpegneneHne TepMuHa "mHGOpMaumoHHas ©GesonacHocTe Aeten" copepxutca B depepanbHoMm 3akoHe N
436-®3 "O 3awute geterd OT MHopMauMK, NPUYUHSIOWENn Bpen WX 300POBbI0 UM pasBuUTUD", perynupyroLlum
OTHOLLEHUS, CBSA3aHHble C 3aluTOnM AeTel OT UHdopMaumm, NPUYUHSIOW en Bped UX 340pPOBbI0 U (UNK) pasBUTUIO.
CormacHo [JaHHOMY 3akOHy "MHdopmauuoHHas 6e3onacHocTs Aeten" - 3TO COCTOSHWE  3all ULl eHHOCTW, Mpu
KOTOPOM OTCYTCTBYET PUCK, CBS3@HHLIA C NPUYMHEHUEM UHAGOPMaUMeEn Bpea UX 340POBbI0 U (MnM) dmsnveckomy,
NCUXUYECKOMY, [YXOBHOMY, HPABCTBEHHOMY Pa3BUTUIO.

B cuny ®epepansHoro 3akoHa N 436-®3 nHdopmauven, NpuUMHAKOLWLLEN Bped 340pOBbLI0 U (Mn) pasBUTULD




Jeten, sBNAeTcs:
1. nHdoopmaumsa, 3anpelyeHHas Ang pacnpocTpaHeHus cpegu AeTen;

2. vHdopmauus, pacnpocTpaHeHue KOTOpPOW OrpaHMyeHo cpegu AeTerd  OnpederneHHbIX  BO3pacTHbIX
KaTeropui.

3. K uHdpopmanmn, 3anpelleHHon Ans pacnpocTpaHeHus cpenw neTten, OTHOCUTCA:

4. wnHgopmaums, nobyxpawlas OeTell K COBEPLUEHMIO OENCTBUW, NPEACTaBMSOLWMX Yrpo3y WX XU3HU U
(vnn) 300poBbIO, B T.4. MPUYMHEHUIO Bpeda CBOEMY 300pOBbi0, CamoybuncTay;

5. cnocobHOCTe BbI3BaTL Yy O€Tel XeraHue ynoTpedute HaApKOTUYECKME CpencTBa, MCUXOTPOMHbe U (mMnn)
oAypMaHuBalolMe BellecTBa, TabayHble W3OEenns, ankoronbHYH U CNMPTOCOAEPXKallyl MPOAYKLUMIO, MUBO M
HanWTKW, W3roTaBMMBaeMble Ha €ro OCHOBE; MPUHATL y4yacTMe B as3apTHbIX Mrpax, 3aHMMaTbCsi MPOCTUTYLIMER,
OPOASKHNYECTBOM WK MOMNPOLLIARHNYECTBOM,;

6. obocHoBbiBawLWas um onpasgbiBawwiaa gonyctmmMmoCTb Hacuima U (VIJ'IM) XecTtokocM  nmbo
no6y>|<p,a+ou1,aﬂ OCYLL eCTBIATE HAaCUINbCTBEHHbIE OENCTBUA MO OTHOLUEHUIO K FIOASAM U KMBOTHLIM;

7. oTpuuaoLllasi ceMelHble LEHHOCTM U popMUpyloLLasi HEYBaXKEHWE K POAMTENAM WU (Mnv) ApYruM 4reHam
cembu;

8. onpaBabliBatoLL as NPOTMBOMNPaBHOE MNOBEAEHUE;
9. coaepxallasi HeLleH3ypHy GpaHb;
10. cogepxawaa nHdopmauuio nopHorpadmMyeckoro xapaktepa.

K wuHdopmaumn, pacnpocTpaHeHMe KOTOPOW OrpaHMYeHO cpeau AeTen  onpegereHHoro  Bo3pacTa,
OTHOCUTCS:

1. wHdopMauus, npefcTaBrsieMasl B BUAE M300paXeHWUs UM ONUCaHUst KECTOKOCTU, dM3WUYECKOoro u (Unm)
MCUXMYECKOrO HACWUnusl, NPECTYNSIEHNS UMM MHOFO aHTMOOLL ECTBEHHOrO AenCTBUS;

2. BbI3biBaWOWlas y AeTen CTpax, yXac WM NaHuky, B T.4. NMpeAcTaBnsgemMas B BuAe U300paxeHus wnm
ONMCaHWs B YHWXKalLWel YernoBeyeckoe [OOCTOMHCTBO (IOpPME HEHacUIbCTBEHHOW CMepTy, 3aboneBaHus,
camoybuincTBa, HeCHacCTHOro Cryyas, aBapum unm katactpodel ¥ (Mnn) Mx NocnencTBuUi;

3. npeacTtaensieMas B Buae WU300paXkeHWst WM OMUCaHMST MOSIOBbIX OTHOLLEHWUA MeXAy MYXYMHON W
>KEHLL, MHOM;

4, coaepXxatlasa 6paHHbIe CnoBa U Bblpa>XeHnd, He OTHOCALlnecAa K HeLl,eH3ypHOIZ 6paH|/|.

C yuyetom 3Toro Bam npeanaraiotca npaeuna paGotel B ce WHTEpHET ONns pasnuyHbiX BO3PaCTHbIX
KaTeropuii, cobrnofeHne KOTopbIX MO3BONMT 0GecnevmTs MHGOPMaUMOHHY0 Ge3onacHOCTb Ballvx AeTeil.

O6wme npaBuna ans poauTenen

1. HesaBucumo oT Bo3pacta pebeHka ucnonb3yiTe nporpammHoe obecrievyeHune, nomorarlee ¢umnbTpoBaTL
N KOHTPONMpOBaTb WHAopMaLMio, HO He mnonaratecb MOSIHOCTLI0 Ha Hero. Bawe BHUMaHve K pebeHKy - rraBHbIN
METOA 3alLiUTbl.

2. Ecrm Baw peBeHOK UMeeT akkayHT Ha OOHOM W3 coumanbHbix cepsucoB (Livedournal, blogs.mail.ru,
vkontakte.ru 1 T.M.), BHUMATENbHO M3y4yuTe, KaKyr WMHGOPMaUMO NOMELL AT ero y4acTHUMKM B CBOMX Npodwmnax u
6norax, Bknoyasa dotorpacdmm 1 Buaeo.

3. TlpoBepbTe, C KakMMuM OpPYyrMMM CaiTaMu CBSA3aH couumanbHbin cepBuc Bawero pebeHka. CtpaHuyku
Bawero pebeHka MoryT ObiTb 6e30MacHbIMK, HO MOTYT U cogepXaTb CChUIKW Ha HeXernaTenbHble U OrnacHble CanTbl
(Hanpumep, MOpHOCANT, WM CalT, Ha KOTOPOM ApPYr YnoMuHaeT Homep coToBoro TenedwoHa Bawero pebeHka mnm
Baw gomawHuin agpec)

4. Toowpsinte Bawwnx peten coobuwate 060 BCeEM CTpaHHOM WM OTTANKMBAKOWEM W HE CIULLIKOM OCTPO




pearvpyiTe, Korga OHM 9TO [enaloT (13-3a OnaceHusl MoTepsts A0CTyn K WHTEpHETy OeTu He roBOpSiT poauTesnsv
0 npobriemax, a Takke MOryT HayaTb MCMosfb3oBaTb VHTEPHET BHe AoMa M LUKOIbI).

5. byabTe B Kypce ceteBom *u3Hu Bawero pebeHka. NHTepecyinTech, KTO UX ApYy3bs B VIHTEPHET TaK Xe, Kak
WHTepecyeTeCcb pearnbHbIMU OPY3bsiMU.

BospacTtoT 7 o 8 net

B WHTepHeTe pebeHOK cTapaeTcsi MOCETUTb Te WM WHble CalTbl, @ BO3MOXHO M 4aTtbl, paspelleHne Ha
rnoceLyeHne KOTopbiX OH He nomnyumn Obl oT poawTtenen. [loatomy pogutensiM OcobeHHO nonesHbl OyayT Te
OT4eTbl, KOTOpble MPefoCTaBMAlTCA nNporpaMMamMu MO OrpaHUMYeHuio  Ucnonb3oBaHus  WHTepHeTa, T.e.
PoouTenbCkuii KOHTPOSb UM TO, YTO Bbl CMOXETE yBUAETb BO BPEMEHHLIX dainnax. B pesynbtate, y pebeHka He
OyOoeT owylleHns, YTo 3a HUM BedeTcs MOCTOSHHbIA KOHTPOMb, OAHaKo, poauTeny OyayT NO-NpexHeMmy 3Hatb,
Kakme cauvTbl nocewaet ux pebeHok. [detm B paHHOM BospacTe obnagaloT CUMbHbIM YYBCTBOM CEMbW, OHU
OOBEepuMBbl U He CcOMHeBalTcA B aBToputeTax. OHM mobAT urpate B CeTeBble UIpbl M MyTellecTBOBaTL MO
WHTepHeTy, UCNonb3ys 3NEeKTPOHHYI0 MOYTY, 3aXOAWUTb Ha CanTbl U YaTbl, HE PEKOMEHOOBAHHbLIE POAUTENSMM.

CoBetbl no 6e3onacHoc™ B ceM VIHTepHeT ana geten 7 - 8 net

1. Cospaiite CNMCOK OOMAlUHUX NpaBurn nocewleHns WHTepHeTa npu yyacTum geten u Tpebyinte ero
BbIMOMHEHNS.

2. Tpebynite oT Bawero pebeHka coOnmtogeHUsi BPEMEHHBIX HOPM HaxXOXAEHMS 3a KOMMbTepoM. [lokaxute
pebeHky, 4TOo Bbl Habrnogaete 3a HUM He notomy 4to Bam 3To xoueTtcs, a motomy 4TOo Bbl Gecnokoutecb 0O ero
6e3onacHOCTM W BCceraa rotoBbl €My NOMOYb.

3. KomnbloTep ¢ nogknoyeHneM Kk WHTepHeTy [OImKeH HaxoguTbcsl B oOLeli koMHaTte Mnog MNpUCMOTPOM
poguTtenen.

4. Vicnonb3yiTte cneuyanbHble AeTCKUe NMOMCKOBbIE MallUHbI.

5. Wcnonb3ynte cpenciBa OGrokMpoBaHWS HeXenaTenbHOro KOHTEHTa Kak [[OMOorHeHWe K cTaHgap THOMY
PoautensckoMy KOHTPOSO.

6. Co3palite CeMelHbI 3NEKTPOHHBIN AL MK, YTOObl He MO3BONMUTL AETAM MMEeTb COOCTBEHHble agpeca.

7. brokupynte pgoctyn K cavTtam ¢ GecnnatHbIMM MOYTOBLIMU SILLIMKAMW C MOMOLL b0 COOTBETCTBYHOLL Er0
nporpammMHoro obecneyeHus.

8. lMpuyunte peten cosetoBatbcA C Bamu nepen ony6brnmkoBaHvem Kakon-nmbo wmHdopmaumm cpegctsamu
3MEKTPOHHON MOYTHLI, 4YaTOB, PErNCTPALMOHHBIX GOpM U NpodmInen.

9. Hayuute geten He 3arpyxatb d@irbl, NporpamMmmbl UM My3blKy 6e3 Ballero cornacusi.
10. He paspewiante geTtam Mcnonb3oBaTb Cry>KObl MTHOBEHHOrO obMeHa CcoobLleHMaMMN.

11. B "Genbi" cCnNuUCOK CaWToB, pa3peLUeHHbIX ANd MOCeLeHns, BHOCUTE TOMbKO CaWTbl C XOpoLuen
penyTauven.

12. He 3abbiBaiite becepoBate ¢ AeTbMU 006 Mx Apy3bsx B MHTepHeTe, Kak ecrm Obl peyb Lina O Apy3bsaX B
peansHON XU3HW.

13. He penavite "taby" M3 BONPOCOB MOSIOBOM >XM3HW, TaK Kak B VIHTepHeTe Aem MOryT fierko HaTkHyTbCH Ha
nopHorpagmio  unu cantel "ang B3pocnbIxX”.

14. Mpuyuute Bawero peGeHka coobuiate BaM O NMOGLIX Yyrpo3ax uUnn TpeBorax, CBs3aHHbIX C HTepHeTOM.
OcTaBanTeCb CMOKOWHBbIMM W HaNOMHUTE AETAM, 4YTO OHM B 6e3onacHOCTM, €CnM caMy pacckasanm Bam O CBOUX
TpeBorax. lMoxBanute ux 1 NOCOBETYWTE MOOONTU elle pa3 B NoAobHbLIX cry4dasix.

BospacTt npetenot9 8012 netr

B paHHOM Bo3pacTe e, Kak MNpaBuro, YXe HaclbllaHbl O TOM, Kakas MHopMauusi cylliecTByeT B
NHTepHete. COBEPLUEHHO HOPMarbHO, YTO OHM XOTAT 3TO YBWAETb, MPOYECTb, YcCrblwatb. [pu 3TOM HyXXHO




NMOMHWUTL, 4TO [OOCTYN K HexenaterlbHbiM MaTtepuanam MOXHO Jerko 3abnokupoBatb Mpu MOMOLWWM CpeacTs
Poautensckoro KOHTpors.

CoBeTbl Mo 6e3onacHocTM Ansa geten oT 9 oo 12 net

1. Cospaiite CNMCOK [JOMaLLHUX MpaBu MnoceweHuss VIHTepHeT npu yvacmu fgeten un Tpebyiite ero
BbIMOMHEHUS.

2. Tpebynte ot Bawero pebeHka cobrnogeHust HOPM HaXOXAEHUSA 32 KOMMbIOTEPOM.

3. Habniopavite 3a pebGeHkom npu paboTe 3a KOMMbIOTEPOM, MOKaxute emy, 4to Bbl GecnokomTecb O ero
6e3onacHoCcTM 1 Bceraa rotoBbl oka3aTb €My MoMOLLb.

4. KomnbtoTep C¢ nogkmnoyeHvem B WHTEpHET OOMKeH HaxoauTbCcst B OOLLEeN KOMHaTe nog NpUCMOTPOM
poguTenen.

5. Wcnonb3ynte cpenctBa OGroOKMPOBaHUS HEXENaTeribHOrO KOHTEHTA KakK [OMOSIHEHWE K CTaH4apTHOMY
PoguTtensCckomy KOHTPOSHO.

6. He 3abbiBarite npuHMMaTbL HeENocpeacTBEHHOE yyacTne B XM3HWU pebeHka, GecegoBate ¢ AetbMu 06 umx
Apy3bsix B IHTepHeTe.

7. HactauBaiite, 4ToObl OE€TM HUKOTAa He cornallanvMcb Ha NMYHbIE BCTPEYU C ApY3bsMU Mo VIHTepHeTy.
8. MNo3BonsnTe OeTsM 3axX0AUTb TONLKO Ha cainTbl M3 "0enoro” crnucka, KOTopbi co3ganTe BMECTE C HUMM.

9. Mpuyuute aeTtelt HUKOTAA He BbiAaBaTb NMYHYIO MHAOPMALMIO CPedcTBaMMW 3MIEKTPOHHOM MOoYThl, YaTos,
CMCTEM MrHOBEHHOro obmeHa COOGLLEeHUAMM, PErMCTPALMOHHBIX (POPM, NIMYHLIX NpPOdMMeid M Mpu perucTpauum Ha
KOHKYpPCbI B MIHTEpHETE.

10. TMpuyunte peten He 3arpyxate nporpammbl 6e3 Bawero paspelleHuss. OObACHUTE MM, YTO OHU MOTYT
CINy4arnHo 3arpy3uTb BUPYCbl UMM Opyroe HexenatenbHoe nporpaMMmHoe obecneyeHue.

11. Co3pavite Bawemy pebGeHKy OrpaHMyeHHyto y4YeTHy 3anucb As1s paboTbl Ha KOMMblOTEPE.

12. Mpuyunte Balwero pebeHka coobliate Bam O fOObLIX yrpo3ax WUin TpeBorax, CBsi3aHHbIX C WHTepHeToMm.
HanomHute Oetsam, 4to OHM B 6E€30MacHOCTM, €Ccniv camu pacckasarnv Bam O CBOMX TPEBOrax M OMaceHusX.

13. PacckaxuTe getsam o nopHorpadgmu B VHTepHeTe.

14. HactavBarite Ha TOM, 4TOObl 4E€TM NMPegoCTaBnsAnNM BaM LOCTYMN K CBOEW 3NEKTPOHHOW Mo4Tte, 4ToObl Bbl
ybegmnnck, 4To OHWM He obLLaloTCs C HE3HAaKOMLUAMM.

15. O6bsicHWTE OEeTAM, YTO Hemnb3s MCMoMb3oBaTb CeTb AfA XYNMraHcTBa, pacrnpoCTpaHEeHUst ChneTeH Wnm
yrpos.

Bospact netenot13 8o 17 net

B 3ToM BoO3pacTe MOAPOCTKM aKTMBHO MCMOMb3YIOT MOWCKOBbIE MalUMWHbI, MOMb3YITCA 3NEKTPOHHOW MOYTON,
cny>x6aMy MrHOBEHHOTO OOMeHa COOGLLEeHUAMM, CKayYMBaloT My3blKy M dmibMbl. Manbuvkam B 3TOM BO3pacTe
Gonblle MO HpaBy CMeTaTb BCE OrpaHUMYeHus, OHWM XaxayT rpyboro lomopa, asapTHbIX WUrp, KapTMHOK "Ans
B3pocnbix". [leBouku npegnoyuTaoT oblatbCA B YaTax, MNpu 3TOM OHU ropas3fo Gonee YyBCTBUTESNbHbI K
cekcyarnbHbIM AomoraTensctBam B MHTepHeTe.

3ayacTylo B [aHHOM BO3pacTe pPOAUTENSIM YXXe BECbMa CIIOXXKHO KOHTPONMMpoBaTb CBOWX AETeN, Tak kak 00
WHTepHeTe OHM yxe 3HalT 3Ha4YUTENbHO Oorblue CBOMX poauTenel. TeM He MeHee, He OTycKanTe OeTer B
"cBobogHoe nnaBaHue" no NHTtepHeTy. CrapaiiteCb aKTMBHO yyYacTBOBaTh B 0bLeHuM pebeHka B VIHTepHeTe.

BaxHO no-mpexHemy cTporo coGniogate npaBuna  MIHTepHeT-6e30macHOCTM -  CorfalleHve  Mexay
poautensmMn u getbmu. Kpome Toro, HeobXoAMMO Kak MOXHO 4alle MpocMaTpuMBaT OTYETbl O AesATENbHOCTU
pgeteii B WHtepHete. CriegyeT o6pamTtb BHUMaHWe Ha HEOBXOAMMOCTb COAepKaHUst POAUTENbCKMX MNaporei
(napornelt agMUHUCTPATOPOB) B CTPOroM CeKpeTe M 0bpaTWTb BHUMAaHWE Ha CTPOrocTb 3TUX Naporneil.




CoBetbl no 6e3onacHoc™ B 3ToM Bo3pacTe oT 13 go 17 net

1. Cospainte CNMCOK OOMAaLUHWX NpaBuN MoceweHns VHTepHeTa npuM yvacTum NOL4POCTKOB M Tpebyunte
6e3ycroBHOro ero BbINonHeHus. O6rosopute ¢ pebeHKOM CMUCOK 3anpeLyeHHbIX canToB ("4YepHbIi cnncok"), vachl
paboTbl B IHTEepHeTe, pyKoBOACTBO MO OOLLEHWIO B VIHTepHeTe (B TOM 4ucrie B 4aTax).

2. KomnbloTep € noaknioyeHnemM k cem WHTepHeT [OImKeH Haxoautbes B obLyert KoMHaTe.

3. He 3abbiBante GecegoBatb C AetbMu 00 MX Apy3baXx B WMHTEpHeTe, O TOM, YEM OHU 3aHATbI TaKUM
obpasom, ByaTo pevb MOET O Apy3bsX B peanbHOM Xu3HW. CnpaluuBaite O NOASX, C KOTOPbIMW AeTM oOLLarTCs
nocpencTBoM Cry»0 MrHOBEHHOro obMeHa coobLleHusiMK, YTOObl YOeanTbCs, YTO 3TV NoAN UM 3HAKOMBbI.

4, |/|C|'|OJ'Ib3yI7ITe cpeactea 6J'|OKI/IpOBaHI/Iﬂ HeXenaTteribHOro KOHTeHTa KakK [AOonoJjiHeHne K CTaHOapTHOMY
PO,D,I/ITeJ'IbCKOMy KOHTPOJIO.

5. HeobxogMmo 3HaTb, Kakumu 4atamu nonb3ykTcs Bawu pem. Tlloowpsinte  Mcnonb3oBaHune
MOOEPUPYEMbBIX YaTOB U HacTaMBanTe, 4TOObl OETVM HE OO anMcb B NPUBATHOM pPEXUME.

6. HactauBante Ha Tom, 4TOObl 4ETVM HUKOTAA HE BCTpeYanmCb NMYHO C ApYy3bAMU U3 CETU MHTepHeT.

7. Mpuyunte Oeteli He BblidaBaTb CBOK JIMYHYIO WMHAOPMaUMIO CpeacTBamMu SMIEKTPOHHOW MOYTbI, 4aToB,
CUCTEM MFHOBEHHOIO OOMEHa COODLLEeHMSIMM, PErMCTPaUMOHHBLIX HOPM, JIMYHBIX MpodmIen U Npu perucTpaummn Ha
KOHKypcbl B HTEpHETE.

8. lMpuyunte peten He 3arpyxatb nporpammbl 6e3 Bawero paspewweHus. OGbACHUTE UM, YTO OHWM MOTYT
CIny4anHo 3arpysuTb BUPYCbl UNM Opyroe HexenatenbHoe nporpaMMmHoe obecneyeHue.

9. Mpuyuute Bawero pebeHka coobuwiate BaM O MOObIX yrposax wunu Tpesorax, CBA3aHHbIX C VHTepHeToMm.
HanomHute pgetam, 4to oHM B OesonacHoCTM, ecnvM caMu pacckasanu Bam, O CBOWX Yrpo3ax Wiu TpeBorax.
MoxBanute WX 1 NOCOBETYMTE NOOONTM elle pa3 B NOAOOHLIX cry4vasix.

10. Pacckaxute pgetam o nopHorpadmm B WHTepHeTte. [lomorMte uMM 3awmmibCs OT chama. Hayuute
NnoapocTKOB He BblgaBaTb B VIHTepHETe CBOero peanbHOro SMIEKTPOHHOrO ajpeca, He oTBeyaTb Ha
HexernaTenbHble NMCbMa M UCMOMb30BaTh CheuvarnbHble MOYTOBble (MIbTPbI.

11. MNpuyunte ceba 3HAKOMUTLCHA C CanTamu, KOTOpble NoceLlaloT NOAPOCTKM.

12. Hayunte peten yBaxatb APYrMX B UHTEpHeTe. YOeauTecb, YTO OHM 3HAKOT O TOM, YTO MpaBura XOpOLLEero
noBefeHnss OEenUCcTBYIOT Be3fe - AaXe B BUPTyanbHOM Mupe.

13. OGbsicHMTE fOeTaM, 4YTO HM B KOEM clNydyae Hemnb3s ucnonb3oBat CeTb AN XyNWraHcTea,
pacnpocTpaHeHns CnneTeH UMK yrpo3 Apyrum roasam.

14. O6cygute ¢ nogpocTkamm Npobrembl CETEBbIX a3apTHbIX UFP U MX BO3MOXHbIA pUCK. HanomHute, 4TO
AETN HEe MOTYT urpatb B 3TV UrPbl COTMAcHO 3aKOHY.

MMOCTOSIHHO KOHTpONMpyWTe Mcnonb3oBaHne WMHTtepHeTa Bawum pebeHkom! 310 He HapylleHue ero fnM4Horo
NpoOCTPaHCTBa, a Mepa NpeoCTOPOXHOCTU U MposiBneHne Baluen poautenbckoli OTBETCTBEHHOCTU U 3a60ThI.




